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2025 the pesantren’s disciplined learning culture. These challenges highlight the urgent need
for a culturally appropriate cyber-wellbeing framework tailored to Islamic boarding
schools. This study aims to identify effective strategies for preventing cyberbullying
and gadget addiction among santri through a holistic approach that integrates digital
literacy, moral education, and behavioral regulation. A mixed-methods design was
employed, combining surveys of 312 santri from three pesantren, focus group
discussions with ustadz/ustadzah, and observational analysis of daily digital practices.
Quantitative data were analyzed using descriptive and inferential statistics, while
qualitative data were thematically coded to capture contextual nuances. The findings
reveal that cyberbullying incidents primarily occur through group-chat interactions and
anonymous messaging channels, often triggered by peer conflicts and lack of digital
etiquette. Gadget addiction was strongly associated with unrestricted device use and
absence of structured digital routines. Implementation of three core strategies—digital
adab training, gadget-use time management, and monitoring systems involving peer
mentors—significantly reduced risky online behaviors. The study concludes that cyber-
wellbeing efforts in pesantren must be grounded in Islamic values, community
discipline, and collaborative monitoring between teachers and peers. These culturally
embedded strategies offer a comprehensive model for strengthening digital resilience
among santri in the evolving digital era.
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INTRODUCTION

Cyber well-being has become a critical aspect of education in the digital age, particularly
as students increasingly rely on gadgets and online platforms for communication,
entertainment, and learning (Soldatova & Chigarkova, 2024). Global studies consistently show
that young learners face heightened risks of cyberbullying, online harassment, and excessive
screen use, all of which negatively impact their emotional, social, and academic functioning.
These risks demand structured preventive efforts in all educational settings, including boarding
schools (Dou dkk., 2024). Pesantren, as one of Indonesia’s oldest and most influential
educational institutions, provide a unique environment where discipline, moral education, and
community living are central to daily learning (Elboj-Saso dkk., 2024). Santri are guided by
religious values that emphasize self-control, respect, and ethical behavior, offering a strong
foundation for character-based digital education. Many pesantren have gradually adopted
digital technologies for administrative tasks, online learning, and communication.

Santri increasingly have access to smartphones and social media, allowing them to
engage with broader digital ecosystems beyond the pesantren walls (Kim dkk., 2025). This
exposure accelerates their digital literacy but also introduces challenges commonly experienced
by youth worldwide (L. Chen dkk., 2023). Reports indicate that cyberbullying, unhealthy
online interactions, and gadget overuse have begun to emerge among pesantren students
despite strict institutional rules regarding behavior and discipline (Oh, 2020). Cyberbullying in
pesantren contexts often manifests through group messaging platforms, anonymous posts, or
mocking comments shared within student circles (Prestera dkk., 2025). These incidents
undermine the pesantren’s emphasis on brotherhood, respect, and harmonious community
living. Without proper digital etiquette training, santri may unintentionally contribute to
harmful online behaviors that contradict Islamic values of kindness and adab.

Gadget addiction presents an equally significant challenge. Excessive screen time can
disrupt students’ concentration, reduce sleep quality, and interfere with religious obligations
such as prayer, Quran study, and communal activities (Garaigordobil dkk., 2020). Behavioral
studies show that adolescents with limited supervision and high peer interaction are more
vulnerable to excessive smartphone use, making pesantren environments particularly sensitive
to the issue (Falla dkk., 2023). Pesantren leaders and teachers have begun recognizing the
importance of digital discipline and cyber well-being. Some institutions have implemented
early preventive measures such as device restrictions, digital literacy classes, or supervised
gadget-use schedules (Q. Chen, 2024). These initiatives reflect a growing awareness that digital
risks must be addressed holistically rather than through strict prohibition alone (Murafa dkk.,
2022). However, these practices vary widely and lack systematic research support.

Limited empirical research examines cyber-wellbeing challenges specifically within
pesantren environments, despite their distinct cultural, religious, and structural characteristics.
Most existing studies address general schools, making it unclear which strategies are effective
in the unique setting of Islamic boarding schools (Finkelhor dkk., 2021). The mechanisms
underlying cyberbullying among santri remain insufficiently understood. It is unknown
whether incidents are primarily triggered by interpersonal conflict, peer pressure, digital
ignorance, or emotional stress associated with communal living (Wong-Lo & Chan, 2024).
This gap prevents educators from designing targeted interventions based on the actual
behavioral patterns of santri.

The relationship between gadget addiction and pesantren routines also remains
underexplored. It is unclear how gadget use interacts with structured daily schedules, religious
practices, and communal responsibilities (John dkk., 2023). Without understanding these
interactions, interventions may disrupt essential practices or fail to align with pesantren culture
(Egorov, 2025). Existing research does not identify which cyber-wellbeing strategies are
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culturally, religiously, and practically suitable for pesantren (Romera dkk., 2021). Standard
digital safety programs may not translate effectively into environments governed by Islamic
values, collective discipline, and peer-based social systems (Kuan-Ming, 2024). This gap
highlights the need for a tailored framework aligned with pesantren identity.

A focused study on cyber well-being in pesantren is needed to produce culturally
grounded, context-relevant strategies that address digital risks while preserving the institution’s
core values (Niven dkk., 2025). Effective prevention of cyberbullying and gadget addiction
requires an understanding of how santri interact with digital media within the boundaries of
religious teachings and pesantren discipline (Rios & del Mar Ramis-Salas, 2023). The
development of a cyber-wellbeing model rooted in Islamic ethics and community cooperation
can empower pesantren to protect students without alienating them from beneficial digital tools
(Parisse dkk., 2024). The rationale for this research rests on the belief that moral education,
digital literacy, and behavioral regulation must work together to shape responsible online
behavior among santri.

The study advances the hypothesis that cyber-wellbeing strategies incorporating Islamic
values, structured digital routines, and peer-based monitoring will significantly reduce
cyberbullying and gadget dependency (Li dkk., 2024). This integration is expected to enhance
santri’s digital resilience while strengthening their moral consciousness, ensuring that
pesantren remain safe and supportive in the face of accelerating digital change.

RESEARCH METHOD

The following sections detail the methodology employed in this study, which focuses on
digital practices within Islamic boarding schools.

Research Design

The study employed a mixed-methods research design to obtain both quantitative and
qualitative data on cyberbullying patterns, gadget-use behaviors, and cyber-wellbeing strategies
in pesantren environments (Bucar-Ru¢man & Sulc, 2025). The quantitative component utilized
a cross-sectional survey to identify the prevalence and characteristics of risky digital behaviors
among santri (students). The qualitative component involved focus group discussions (FGDs)
and observational analysis to explore the cultural, religious, and behavioral contexts
influencing digital practices. This comprehensive approach enabled the researcher to
understand both measurable trends and the experiential insights relevant to cyber-wellbeing
within this unique educational setting.

Research Target/Subject

The population consisted of junior and senior santri from three medium-sized pesantren
representing urban, semi-urban, and rural regions (Martin-Babarro dkk., 2021). The sample
was selected using stratified random sampling to ensure robust representation across gender,
age groups, and levels of study. A total of 312 santri participated in the quantitative survey.
Additionally, 18 ustadz/ustadzah (teachers/supervisors) and 24 santri were purposively selected
for the focus group discussions. Further observational data were collected from daily activities
involving digital use to triangulate the findings.

Research Procedure

The research procedures began with the administration of the cyber-wellbeing
questionnaire during scheduled class periods under the supervision of researchers and
pesantren staff. Completed surveys were collected anonymously to encourage honest reporting.
Subsequently, focus group discussions (FGDs) were conducted separately for teachers and
santri to explore perceptions of cyberbullying triggers, gadget-use motivations, and potential
intervention strategies. Observations were carried out over a four-week period, focusing on
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digital habits during free time, study sessions, and communal activities (Gavcar dkk., 2024).
Ethical considerations, including parental consent, institutional approval, and strict
confidentiality measures, were adhered to throughout the study.

Instruments, and Data Collection Techniques

The study utilized a range of instruments. The main instrument was a cyber-wellbeing
questionnaire (for the quantitative component) adapted from established scales and
contextualized to pesantren culture, measuring cyberbullying involvement, digital etiquette,
screen-time habits, and gadget dependency indicators, using Likert-scale items, frequency
questions, and scenario-based assessments (Tao dkk., 2024). Reliability and validity checks
were conducted through pilot testing with 30 santri. Qualitative instruments included semi-
structured interview guides for ustadz/ustadzah, focus group protocols for santri, and
observation checklists documenting patterns of device use, peer interactions, and adherence to
digital rules.

Data Analysis Technique

Data analysis involved separate procedures for the quantitative and qualitative
components. All quantitative data from the surveys were analyzed using descriptive statistics
(e.g., frequencies, means, standard deviations) to establish prevalence and characteristics, and
inferential statistics (e.g., correlations or regressions, depending on the hypotheses) to test
relationships between variables (Liby dkk., 2023). All qualitative data (FGD transcripts and
observation notes) were coded thematically to identify recurring patterns, emerging themes,
and culturally grounded insights related to digital behavior and cyber-wellbeing. The findings
from both components were then integrated for a comprehensive interpretation.

RESULTS AND DISCUSSION

The quantitative survey collected responses from 312 santri, generating data on
cyberbullying involvement, gadget-use frequency, and indicators of cyber well-being. The
descriptive results show that 42.6% of santri reported experiencing or witnessing cyberbullying
at least once, while 37.1% admitted to engaging in mild forms of teasing or hurtful comments
online. Gadget-use data indicate that 58.3% of santri exceeded the pesantren’s recommended
device-use duration, with an average daily screen time of 3.7 hours during permitted periods.
The descriptive analysis also revealed that cyberbullying incidents mostly occurred through
WhatsApp group chats, with 64.5% of reported incidents happening in peer communication
channels. Gadget dependency indicators, such as irritability when separated from devices and
difficulty managing study routines, were present in 41.8% of respondents. Table 1 summarizes
the main descriptive findings.

Table 1. Descriptive Statistics of Cyberbullying and Gadget Use Among Santri

Percentage /

Variable M Notes
ean
Cyberbullying involvement 42.6% Victim or witness
. . Mild to moderate
0,
Cyberbullying perpetration 37.1% behaviors
Primary platform (WhatsApp) 64.5% Group chats .and
peer messaging
Average daily screen time 3.7 hours During allowec_i
gadget-use periods
Gadget dependency indicators 41.8% Irritability, loss of
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focus

The data indicate that cyberbullying is a significant issue in pesantren settings despite
the strong emphasis on discipline and religious values. The high percentage of incidents
occurring in WhatsApp groups suggests that digital interactions among santri are influenced by
peer dynamics and the absence of adult supervision in online spaces. This pattern reflects how
communal living intensifies peer relationships, making digital conflicts more likely. The
gadget-use statistics show that santri often exceed recommended screen-time limits, indicating
challenges in self-regulation and adherence to pesantren rules. The presence of dependency
indicators highlights the emotional attachment that many santri develop toward digital devices,
especially in settings where access is restricted and therefore more desirable.

The qualitative data from focus groups revealed that many santri perceived online
teasing as “just for fun,” unaware of the emotional harm it caused peers. Teachers reported
difficulty in monitoring digital behavior because most cyberbullying episodes occurred outside
supervised study hours. These insights suggest a gap in digital literacy and online etiquette
within pesantren culture. Observations showed that santri tended to cluster around peers with
similar gadget-use habits. Heavy users often stayed together during device sessions, reinforcing
high screen-time patterns and creating subcultures where addictive behaviors became
normalized. Lighter users exhibited better self-control and tended to participate more in
communal activities.

Primary
Platform
(WhatsApp)
64,5%

Gadget
Dependency
41,8%

Cyberbullying
Involvement
42,6%

Figure 1. Digital Dynamics and Student Behavior in the Pesantren Environment

A chi-square analysis revealed a significant association between cyberbullying
involvement and high gadget-use frequency (y* = 14.28, p < 0.01). Santri with more than 3
hours of daily screen time were more likely to experience or engage in cyberbullying. This
finding supports the notion that increased online exposure raises the likelihood of digital
conflict. A regression analysis identified lack of digital etiquette knowledge (B = 0.52, p <
0.01) and unstructured gadget schedules (B = 0.47, p < 0.05) as significant predictors of
cyberbullying involvement. Table 2 presents the regression results.

Table 2. Predictors of Cyberbullying Involvement Among Santri

Predictor Variable B Coefficient p-value Interpretation
Digital etiquette knowledge 0.52 0.004 Strong
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predictor
Gadget-use structure 0.47 0.018 Significant
predictor
Peer influence 0.22 0.091 Weak predictor

The relational patterns indicate that cyberbullying is strongly linked to peer group
interactions and device-use habits. Students frequently involved in peer teasing online were
often part of close-knit groups that lacked structured supervision. These dynamics suggest that
group behavior plays a more important role than individual traits. The relationship between
gadget addiction and daily routines shows that santri who struggled to balance study, worship,
and leisure time were more vulnerable to excessive screen use. This imbalance reinforces the
importance of structured digital discipline in boarding school environments.

A case study of Pesantren X showed that implementing a gadget rotation schedule
reduced cyberbullying incidents by limiting unsupervised online interactions. Before the
intervention, the pesantren reported weekly conflicts related to online messaging; after
structured schedules were established, incidents dropped significantly. Another case, involving
Student A, revealed how lack of digital etiquette contributed to repeated misunderstandings.
Student A frequently posted jokes in group chats without considering the emotional impact on
peers. After participating in digital adab training, Student A demonstrated improved awareness
and reduced involvement in online conflicts.

The first case illustrates that institutional structure—rather than simply restricting
device use—plays a crucial role in shaping responsible digital behavior. Structured schedules
provided santri with clear expectations and reduced opportunities for harmful interactions. The
second case highlights the importance of moral and digital literacy training. When santri
understand the ethical dimensions of online communication, they are more likely to modify
their behavior voluntarily, reflecting the influence of pesantren values on cyber conduct.

8_

7

é_

Frequency of Conflict Involvement
-9

14
0 _

Before ITrainiﬂg After Training

Figure 2. Involvement in Online Conflicts

The overall findings reveal that cyberbullying and gadget addiction in pesantren are
influenced by peer dynamics, lack of digital etiquette, and unstructured gadget-use routines.
These factors interact with the unique social environment of pesantren, where communal living
amplifies both positive and negative digital behaviors. The data suggest that cyber well-being
strategies grounded in Islamic values, structured digital discipline, and peer monitoring can
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significantly reduce risky behaviors. These results support the development of culturally
tailored interventions to strengthen digital resilience among santri.

The results of the study show that cyberbullying and gadget addiction are increasingly
present in pesantren environments, primarily driven by peer dynamics, unregulated screen time,
and limited digital etiquette knowledge among santri. The descriptive and inferential data
indicate that WhatsApp group chat interactions serve as the primary platform for cyberbullying
incidents, with 42.6% of santri reporting involvement either as victims or perpetrators. These
findings highlight that digital risks manifest acutely in communal boarding school settings
where peer interaction is constant (Tolstoguzov dkk., 2024). The study further reveals that
gadget addiction indicators, such as irritability, loss of focus, and excessive screen time, are
prevalent among more than one-third of the participants. High-frequency device users
displayed greater vulnerability to negative online behaviors, confirming a statistically
significant relationship between unstructured gadget use and cyberbullying involvement. The
combination of communal living, limited supervision of digital interactions, and strong peer
influence intensifies both risks.

The qualitative findings reinforce the quantitative patterns, showing that santri often
trivialize harmful online behaviors, perceiving them as jokes or peer bonding activities. These
perceptions contribute to the normalization of cyberbullying within certain peer groups.
Teachers reported difficulty monitoring online interactions because most incidents occurred
outside formal supervision, suggesting a mismatch between institutional rules and actual digital
behavior (Khokhlova dkk., 2022). The overall results demonstrate that cyber well-being cannot
be addressed solely through prohibition or device restrictions; instead, it requires structured
digital routines, explicit digital etiquette guidance, and peer-based monitoring systems. These
findings confirm that cyber-wellbeing strategies must be integrated into pesantren culture and
daily activities to be effective.

The findings align with global research showing that adolescents in structured or
supervised environments still experience cyberbullying due to peer influence and emotional
immaturity. Studies in mainstream schools similarly identify messaging platforms as the
dominant space for digital conflict (Rajab dkk., 2020). This study expands that evidence by
contextualizing it within pesantren culture, where collective living heightens the intensity of
peer interactions. The results differ from research suggesting that stricter school discipline
reduces cyberbullying. In pesantren, strict offline discipline does not necessarily prevent
harmful online behavior, indicating that digital environments operate under different social
norms. This distinction emphasizes that cyberbullying prevention requires digital-specific
strategies rather than relying solely on general school discipline models.

The study also diverges from international research that attributes gadget addiction
primarily to unrestricted internet access. In pesantren, restricted access paradoxically increases
device desirability, intensifying emotional attachment and screen-time dependence. This
finding challenges conventional assumptions about digital addiction, highlighting the influence
of scarcity and regulation patterns (Jamir dkk., 2019). The integration of Islamic values and
community-based monitoring distinguishes this study from secular cyber-wellbeing literature.
While global strategies emphasize psychological and behavioral interventions, this study shows
that moral frameworks, religious discipline, and peer mentorship create culturally resonant
protective factors in pesantren settings.
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The findings indicate that pesantren environments are undergoing a cultural shift as
digital technology becomes more integrated into students’ daily lives. The presence of
cyberbullying and gadget addiction suggests that traditional forms of discipline and character
education are no longer sufficient to address emerging digital risks (Rudnova dkk., 2023). This
shift highlights the need for pesantren to adapt their educational models to digital realities. The
results also serve as a sign that santri require explicit guidance in navigating online interactions
in ways that remain aligned with Islamic values such as adab, responsibility, and mutual
respect. The limited awareness of digital etiquette underscores a gap in moral education that
must be addressed through structured learning interventions focused on digital behavior.

The normalization of harmful online interactions among santri signals potential long-
term risks for psychological well-being and community harmony. The communal nature of
pesantren life means that unresolved digital conflicts may spill into offline relationships,
threatening social cohesion and emotional safety within the environment (Arkan & Bal, 2025).
The study highlights that cyber well-being is not merely a technological issue but a moral and
communal concern. The findings emphasize that fostering digital integrity requires the same
intentional cultivation as fostering spiritual or academic excellence within pesantren traditions.

The results imply that pesantren need to implement comprehensive cyber-wellbeing
programs that go beyond banning or limiting devices. Structured digital routines, clear rules for
online communication, and supervision systems adapted to digital contexts are necessary to
reduce cyberbullying and gadget dependency effectively (Dennehy dkk., 2020). The study
suggests that digital etiquette (adab bermedia) must become an integral part of the pesantren
curriculum. Embedding Islamic moral values into digital interactions can help santri
contextualize their online behavior within the broader framework of religious ethics, increasing
the likelihood of voluntary compliance.

The involvement of teachers and peer mentors is shown to be essential. Training
selected santri as digital role models or peer monitors can create a supportive ecosystem where
students help regulate each other’s behavior. This approach leverages pesantren’s strong
communal identity and existing leadership structures. The findings have policy implications for
pesantren administrators and educational authorities. Comprehensive cyber-wellbeing
guidelines, tailored to Islamic boarding schools, can help institutions standardize preventive
efforts. Collaboration with digital literacy organizations, psychologists, and Islamic scholars
can further strengthen these initiatives.

The prevalence of cyberbullying and gadget overuse among santri can be attributed to
the combination of communal living and digital immaturity. Constant peer interaction increases
opportunities for online conflict, while limited emotional self-regulation among adolescents
heightens susceptibility to impulsive digital behavior. The lack of digital etiquette training
contributes significantly to harmful online interactions. Santri who have not been taught the
moral dimensions of online communication may unintentionally perpetuate cyberbullying,
believing it to be harmless humor. This gap reflects the absence of structured digital ethics
education in many pesantren.

The design of pesantren gadget policies influences behavior. Restrictive rules create
scarcity, increasing emotional attachment to devices and reinforcing patterns of addictive use
when gadgets become available. This phenomenon explains why strict prohibition alone fails to
prevent digital dependence (Cross, 2018). The findings also reflect broader societal trends,
where youth increasingly model online behavior based on social media norms rather than
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institutional expectations. The disconnect between digital culture and pesantren values creates
tension, making some santri more vulnerable to external influences.

The study recommends the integration of structured cyber-wellbeing programs that
combine daily digital routines, clear communication guidelines, and continuous monitoring.
Pesantren should establish regulated gadget schedules that balance academic needs, religious
activities, and healthy leisure, reducing the possibility of unsupervised digital misconduct (Pan
dkk., 2024). The development of digital etiquette modules grounded in Islamic values is
essential. Teaching santri about respectful, responsible, and ethical online behavior can bridge
the gap between traditional adab education and contemporary digital needs. These modules
should be delivered through interactive workshops, role-playing scenarios, and peer-led
discussions.

The findings suggest that peer mentorship systems can significantly strengthen cyber-
wellbeing efforts. Empowering selected santri as musyrif cyber or digital peer mentors can
create internal support structures that monitor behavior, provide guidance, and encourage
responsible technology use. Further research and collaboration are recommended to expand the
cyber-wellbeing framework beyond the studied pesantren (Spears dkk., 2021). Developing
mobile applications, monitoring tools, or digital literacy resources specifically for pesantren
can enhance sustainability and scalability, ensuring that Islamic boarding schools remain safe,
disciplined, and digitally resilient.

CONCLUSION

The most significant finding of this study is the identification of culturally embedded
cyber-wellbeing factors that uniquely shape digital behavior in pesantren settings. The results
reveal that cyberbullying and gadget addiction among santri are not merely technological or
psychological issues but are strongly influenced by peer group dynamics, communal living
structures, and the absence of structured digital routines within the pesantren environment. The
discovery that WhatsApp group interactions are the primary locus of cyberbullying underscores
the need to regulate collective online engagement rather than focusing solely on individual
behavior. This finding distinguishes the study from previous research by emphasizing that
effective cyber-wellbeing strategies must align with pesantren’s moral framework, discipline
system, and collective ethos, demonstrating that culturally grounded interventions lead to more
sustainable behavioral improvements.

The research contributes conceptually by introducing a cyber-wellbeing model rooted in
Islamic values, community monitoring, and structured digital discipline—an approach that
extends beyond standard digital safety frameworks developed for general schools. The model
integrates digital etiquette training (adab bermedia), peer-mentor surveillance, and regulated
gadget schedules, demonstrating how moral education and behavioral regulation can be
synthesized to address digital risks in faith-based boarding schools. Methodologically, the
study advances the field through its mixed-methods design that triangulates survey data, focus
group discussions, and naturalistic observations, enabling a deeper contextual understanding of
santri’s digital behavior. This methodological contribution offers a replicable framework for
future research seeking to examine digital well-being in culturally specific educational
environments.

The limitations of the study include its focus on a limited number of pesantren, the
reliance on self-reported digital behavior, and the short observation period, which may not fully
capture long-term patterns of cyberbullying or gadget dependency. The absence of longitudinal
data restricts the ability to assess whether behavioral improvements persist beyond the
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intervention period. Future research should involve larger samples across different pesantren
typologies, including modern, salaf, and integrated schools, to increase generalizability. Long-
term studies are needed to examine the durability of cyber-wellbeing strategies and their impact
on academic performance, emotional resilience, and spiritual development. Further exploration
of digital parenting in pesantren, the role of kyai leadership in shaping cyber ethics, and the
integration of technological monitoring tools can also contribute to more comprehensive and
scalable cyber-wellbeing frameworks.
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